ITpunoxxenne N 1

IHamsaTKa 11 00y4YarOIUXCcsa 00 MHPOPMALMOHHOI 0e30IaCHOCTH aeTeil
HEJIb35

1. Bcem noapsi coodmiath CBOIO YaCTHYIO MH(OpMAIHIO (HacTosImue UM, haMIiIuio, TenedoH,
azipec, HOMep IIKOJIBI, a TaKXke (hoTorpaduu CBOM, CBOCH CEMbU U py3eil);

2. OTKpbIBaTh BIOXKEHHbIE (DaiiiIbl 3JIEKTPOHHOM MOYTHI, KOT/Ia HE 3HACIIb OTIIPABUTEIS;
3. I'pyOuth, npuanpaThcsi, OKa3bIBaTh JaBJICHHE - BECTU Ce0s1 HEBEXIIMBO U arPECCUBHO;

4. He pacniopskaiics JeHbraMH TBOEH ceMbH 0€3 pa3peleHns CTapIlInX - BCeraa CpaiBan
poauTenen;

5. He Bcrpeualics ¢ IHTEpHET-3HAKOMBIMHU B PEaIbHOM JKU3HU - IIOCOBETYMCS CO B3POCIIBbIM,
KOTOPOMY JOBEpsIEIIb.

OCTOPOXKHO

1. He Bce numryT npasay. Yuraems o cebe HenpaBay B MIHTepHETE - co00IIM 00 3TOM CBOMM
POAMTEINSIM WM ONIEKYHaM;

2. [lpurnamaior NepenuchBaThCs, UTPaTh, 0OMEHUBATHCS - IPOBEPH, HET JIU M10/IBOXA;
3. He3akonHoe konnpoBaHue ¢aiinos B IHTepHETE - BOPOBCTBO;
4. Beerna paccka3biBail B3pOCIIBIM O MPoOJIeMax B CETH - OHH BCErla IIOMOTYT;

5. Ucnionb3yit HACTPOMKHM 0€301MacHOCTH U TPUBATHOCTH, YTOOBI HE IOTEPATH CBOU aKKAayHTHI B
COLICETSIX U APYTUX MOpTaIaXx.

MO’KHO

1. YBaxail Ipyrux noyib30Bareiei;

2. Ilonb3yenibcst IHTEpHET-UCTOUHUKOM - JIENail CChUIKY Ha HETO;
3. OTKpBIBaii TOJBKO TE€ CCHUIKH, B KOTOPBIX YBEPEH;

4. O0buaTbes 32 TOMOIIBIO B3POCIIBIM - POUTEINHN, ONIEKYHbI U aIMUHUCTPALIMS CAaliTOB BCETAa
IIOMOTYT;

5. Ilpoiiau obyuenue Ha caifre "CeTeBUYOK" U NOTYYH MACTIOPT LUPPOBOTO TpakaaHuHa!
ITpunoxxenue 2

NHOOPMALIMOHHAS ITAMATKA

C xaXIbIM TOZI0M MOJIOZIEKH B HHTEPHETE CTAHOBUTHCS OOJIbIIIE, A IKOJIBHUKUA OJTHU U3 CAMBIX
aKTUBHBIX I10JIb30BaTene Pynera. Mexay TeM, MIOMUMO OTPOMHOIO KOJIMYECTBA



BO3MOKHOCTEH, HHTEPHET HEeCeT U MpoOJeMbl. DTa mamsTKa JOHKHA IIOMOYb Tebe 6e30macHo
HaXOJIUTHCS B CETH.

KomnbrorepHbie BHpPYyChI

KoMmbroTepHslii BUPYC - 3TO pa3HOBUAHOCTh KOMIIBIOTEPHBIX TPOrPaMM, OTINYUTEIBHON
0COOEHHOCTBIO KOTOPOH SIBIISIETCS CLIOCOOHOCTh K pa3MHOXKEHHIO. B ononHeHue K 3Tomy,
BUPYCHI MOT'YT MIOBPEIUTH WM MOJHOCTHIO YHUUTOXKHUTH BCE (hailiibl U TaHHBIE,
MOJIKOHTPOJIBHBIE MOJIB30BATENI0, OT UIMEHH KOTOPOTO ObLIa 3alyIlieHa 3apakeHHast IporpamMmma,
a TaKk)Ke MOBPEIUTh WX JaKe YHUUTOXKHUTH OTEPALIMOHHYIO CHCTEMY CO BceMH (paiiimamu B
1esioM. B 60bIIMHCTBE CllyyaeB pacpOCTPAHSAIOTCS. BUPYCHI Uepe3 HHTEPHET.

Meroas! 3alUTEI OT BPEJOHOCHBIX IIPOTPaMM:

1. Mcnionb3yii COBpeMEHHBIE ONIEPALIMOHHBIE CUCTEMBI, UMEIOLIUE CEPhE3HBII YPOBEHD 3aIUTHI
OT BPEIOHOCHBIX IIPOIPAMM;

2. [TocTosiHHO ycTaHaBIMBal MauTH (LIU(PPOBBIE 3aIIATKH, KOTOPBIE aBTOMATUYECKH
YCTaHaBJIMBAIOTCS C LENbI0 JOPAaOOTKH MPOTPaMMBbl) U Apyrre OOHOBICHHS CBOCH
orepanMoHHOM cucteMbl. CKauMBail X TOJIBKO ¢ ounmanbHoro caifra pazpadorunka OC. Ecnu
CYILLIECTBYET PEKUM aBTOMATUUECKOTO OOHOBIIEHUS, BKIIIOUYH €T0;

3. Pabotaii Ha cBoeM KOMIIBIOTEPE MO/1 TPaBaMU TOJIb30BATENA, @ HE aIMUHUCTPATOpa. DTO HE
MO3BOJIMT OOJBIIMHCTBY BPEAOHOCHBIX MPOIPAaMM MHCTAJUIMPOBATHCS Ha TBOEM IMEPCOHAIBHOM
KOMIIBIOTEPE;

4. Ucrnonb3yil aHTUBUPYCHBIE TPOrPAMMHBIE TPOTYKThI U3BECTHBIX MTPOU3BOIUTEINCH, C
aBTOMAaTHYECKUM OOHOBJIEHHEM 0a3;

5. Orpannyp pu3HYECKU JOCTYI K KOMIIBIOTEPY ISl IOCTOPOHHUX JIHII,

6. Mcnionb3yit BHELTHHE HOCUTENN HH(OpMAINK, Takue Kak (Iemka, AMcK win ¢aitn u3
MHTEPHETA, TOJIKO U3 MPOBEPEHHBIX HCTOUHUKOB,

7. He oTKpbIBail KOMIBIOTEPHBIE (PAiIbI, OTyUYEHHBIE U3 HEHAICKHBIX UCTOYHUKOB. Jlaxe Te
(aiinel, KOTOpbIE MpUCIal TBOM 3HAKOMBIH. Jlydlle yTouHU Y Hero, OTIIPABIISUII JIM OH TeOe UX.

Cern WI-FI

Wi-Fi - 310 He BUA nepenayn TaHHBIX, HE TEXHOJIOTHS, a BCETo JIUIIL OpeHa, Mapka. Eme B 1991
rofy HHUJEpIaHCKask KoMIaHus 3apeructpuposaia opena "WECA", uto o6o3Hayao
cioBocouetanue "Wireless Fidelity", koTopsblii mepeBoauTcs kak "GecrpoBoHas TOYHOCTD'.

Jlo Halero BpeMeHu Jo1Ia apyras ab0peBuaTypa, KOTopas SBISIETCS TAKOH K€ TEXHOJIOTHUEH.
Ot0 ab0peBuatypa "Wi-Fi". Takoe Ha3BaHMe ObUTO JaHO C HAMEKOM Ha CTaHAAPT BhICHICH
3ByKkoBo# TexHukHu Hi-Fi, uTo B nmepeBoie 03HavaeT "BbICOKasi TOYHOCTH'.

Jla, 6ecrutaTHBI HHTEPHET-IOCTYTI B Kade, OTeNAX U a3pOoINopTax sIBISAETCS OTINYHOM
BO3MOKHOCTBIO BBIXOZIa B MHTEpHET. HO MHOTHE 3KCTIEPTHI CYUTAIOT, UTO 00IIe10cTynHbIe Wi-

Fi cetu He aBisAroTCS O€30IIACHBIMU.

CoBetsbl 110 0€30MacHOCTH pabOTHI B 0OIIEAOCTYIHBIX ceTsX Wi-fi:



1. He nepenagaii cBoro nuunyo nHpopMmaiuio yepes odmenocrynusie Wi-Fi cetu. PaGoras B
HUX, JKEJIaTeJIbHO HE BBOJIUTH MAPOJIU AOCTYIA, JOTMHBI U KaKUe-TO HOMepa;

2. Wcnionb3yii 1 0OHOBIISAN aHTUBUPYCHBIE MPOrpaMMBbl U Opanamayep. TeM camMbIM ThI
obe3omnacuilb cest 0T 3aKaYKU BHpPYyca Ha TBOE YCTPOUCTBO;

3. Ilpu ucnonszoBanuu Wi-Fi otkmoun ¢pynkmmio "OOmmii focTyn K Qaiinam u npuHTepam”.
JlanHas GyHKLUS 3aKpbITa [0 YMOITYAHHIO, OTHAKO HEKOTOPbIE MMOJIb30BATEIN aKTUBUPYIOT €€
IS yI0OCTBa MCIIOJIB30BaHUS B paboTe win yuebe;

4. He ucnionb3yit myOmmunsiit WI-FI u1st mepenaum MTMYHBIX JaHHBIX, HATIPUMeEp A7 BBIXO/A B
COLIMAJIBHBIE CETU WM B DJIEKTPOHHYIO IIOUTY;

5. Ucnonb3yit Tonbko 3amuiienHoe coeaunenue yepes HTTPS, a ue HTTP, 1.e. mpu Habope
BeO-aapeca BBoAM uMeHHO "https://";

6. B mo6unsHOM Tenedone otkiaoun ¢pynkuuio "lloakmouenne k Wi-Fi aBromarnyecku". He
JOMyCKai aBTOMaTHYECKOTO MOIKIIOUEHUs yCTpoiicTBa K ceTsiM Wi-Fi 6e3 TBoero cornacus.

CounajabHble CeTH

ConuasibHbIE CeTH aKTUBHO BXOJST B HAally KH3Hb, MHOTHE JIIOJU pa0OTAIOT U JKUBYT TaM
MOCTOSIHHO, a B Facebook yike 3apeructpupoBad MUIUTHAP/ YEIOBEK, YTO SBISETCS OAHON
CeIbMOM BCEX KUTelel TuiaHeThl. MHOTHE TOIh30BaTeNId HE TOHUMAIOT, 9TO HH(OpMaIIs,
pa3MelieHHast MU B COIIMANTBHBIX CETSIX, MOXKET ObITh HaliJIeHa U UCTIOJB30BaHa KEM yrOJIHO, B
TOM YHUCIIe HE 00s3aTeTBHO ¢ OJIarMH HAMEPCHHSIMH.

OCHOBHBIE COBETHI IO OE30IIACHOCTH B COLUAJIBHBIX CETAX:

1. Orpannyb crucok apy3eil. Y 1e0s B Apy3bsAX HE JTOJKHO ObITh CIIy4aifHBIX U HE3HAKOMBIX
JIIONICH;

2. 3anuiail cBoI0 YacTHYIO >ku3Hb. He yka3piBail mapomnu, TenedoHsl, afapeca, 1aTy TBOETO
POXICHUS U JAPYTYIO TUUHYIO HH(OPMAIHIO. 3MTOYMBIIUICHHUKH MOTYT UCIIOJIb30BaTh 1aXKe
MH(POPMALIKIO O TOM, KaK Thl M TBOM POJHUTENH IUTAHUPYETE MPOBECTU KAHUKYJIBL;

3. 3amuiaii CBOIO eIy TaIlio - IEPKU €€ B YUCTOTE U 3a7aBaii cede Bompoc: XoTes ObI ThI,
9TOOBI APYTHE TOJIB30BATEIH BUJICIH, YTO ThI 3arpyxaems? [logymaii, mpexae ueM 4To-To
OITy0JIMKOBATh, HAMKMCATH U 3aTPy3UTh;

4. Ecnu Thl TOBOPHILB C JIFOJIBMU, KOTOPBIX HE 3HACIB, HE UCIIOJIb3YH CBOE PEAIbHOE UMSI U
APYTYIO JTUUHYIO0 HH(POPMAIIMU: UMSI, MECTO JKUTEIILCTBA, MECTO Y4eObl U poyee;

5. N36eraii pazmemienus potorpaduii B IuTepHere, rae Thl H300pakeH Ha MECTHOCTH, I10
KOTOPOH MO>KHO OIPEAETUTh TBOE MECTOIOI0KEHNUE;

6. Ilpu peructpanuu B COIMAIBHON ceTH HEOOXOIMMO HCIIOIB30BaTh CI0XKHbIE MAPOJIH,
cocTosre u3 OykB U IU(pP U ¢ KOTUIESCTBOM 3HAKOB HE MEHee §;

7. a1t colMaabHOM CeTH, MOUTHI M IPYTUX CaliTOB HEOOXOIMMO UCTOIb30BAThH Pa3HbIE MApOJIH.
Torna eciau Tebst B3MOMAIOT, TO 31I0YMBIIIUIEHHUKH MTOJIy4aT JOCTYII TOJIBKO K OTHOMY MECTY, a
HE BO BCE Cpasy.



DJIEKTPOHHbBIE JeHbI U

DNEeKTPOHHBIE ACHBI'H - 3TO OYEHb YAOOHBIH CII0CcO0 TUIaTeXel, OHAKO CYIIECTBYIOT
MOLICHHUKH, KOTOPBIE XOTAT MOJIYYUThb 3TU JIECHBIU.

3JICKTpOHHBIe JACHBI'U ITOSBHUJIINCH COBCEM HCAABHO U MMCHHO HU3-3a 3TOI'O BO MHOTI'UX
rocyaapCTBax g0 CUX IOp HC HNPOIMHUCAHO MMPO HUX B 3aKOHAX.

B Poccun sxe oHu QyHKIMOHUPYIOT M O HUX YK€ TIPONHCAHO B 3aKOHE, TJI€ UX pa3AeisaioT Ha
HECKOJIBKO BHJIOB - aHOHMMHBIE U HE aHOHUMHBIE. Pa3HHIIa B TOM, 4TO aHOHUMHBIE - 3TO T€, B
KOTOPBIX pa3peliaeTcsi IPOBOAUTH ONepanin 0e3 HIeHTU(UKALNY TT0Ib30BaTeNs, a B
HEAHOHMMHBIX UICHTH(HUKAINS OJIH30BATENS ABISETCS 0053aTEIbHOM.

Taxoke crneayeT pa3nudarh JEKTPOHHbBIE (pUaTHBIC 1eHBIU (PaBHBI TOCYIAPCTBEHHBIM BAJTIOTaM)
U 3JICKTPOHHbIE He(UATHBIE JICHbI'H (HE paBHBI TOCYAAPCTBEHHBIM BaITIOTaM).

OcHOBHBIE COBETHI 10 OE€30MaCHOM paboTe ¢ NEKTPOHHBIMH JICHbIaMH:

1. ITpuBskM K cueTy MOOUIIBHBIHN TenedoH. DT0 caMblil yIOOHBIN 1 OBICTPHIN CLIOCO0
BOCCTAHOBUTH JIOCTYT K cuery. [IpuBsi3aHHbIi TenedoH MOMOXKET, eciu 3a0yellb CBOH
IIJIATEKHBINA M1apOJIb UIIU 3alIeIIb HA CAalT C HE3HAKOMOI'O YCTPOUCTBA;

2. Ucnonb3yit ogHOpa3oBbie napoiu. [locne nepexoia Ha yCUICHHYIO aBTOPU3AIUIO TeOe yxe
He OyJIeT yrpoXkarh OIacHOCTh KPaXKH WM MEpeXBaTa IUIaTeKHOTO MapoJis;

3. BeiGepu croxxHbii apois. [IpectynHukam OyaeT He IPOCTO yraaaTh CIO0XKHBIN Mapoib.
Hanexwnble maponu - 3To mapoJiu, KOTOpbIE COAEPIKaT HE MEHee 8§ 3HaKOB U BKIIIOYAIOT B ce0s
CTPOYHBIE U MIPONHUCHBIE OYKBBI, IU(PBI K HECKOJIBLKO CUMBOJIOB, TAKME KaK 3HAK JI0JI1apa,
¢byHTa, BOCKIMIATENbHBIN 3HaK U T.1. Hanpumep, $tROng!;;

4. He BBOAM CBOM JINUHBIE JAHHBIE HA CaliTaX, KOTOPBIM HE JOBEPSEIIb.
DJIEKTPOHHAasI T0YTA

DJEeKTPOHHAS 10YTA - 3TO TEXHOJIOT U U MPEIOCTABISIEMBIE €10 YCIYTH I10 MEPEChUTKE U
MIOJTYYCHHUIO JIEKTPOHHBIX COOOIIECHHI, KOTOPbIE PACTIPEIENIAIOTCS B KOMITBIOTEPHOM CETH.
OOBIUHO ANIEKTPOHHBIN MOYTOBBIN SAIIUK BBITJISIIUT CIIEIYIOIIUM 00pa3oMm:
UMS_TIONIb30BATEI(@UMsL_foMeHa. Takke KpoMme repeaun IpocTOro TeKCTa, UMeeTcs
BO3MOKHOCTb IepeiaBaTh (pauibl.

OcHOBHBIE COBETHI IO O€30MacHOil paboTe ¢ IEKTPOHHOM MOYTOM:
1. Hayto BbIOpaTh NMpaBUIIBHBIN MOYTOBBIN cepBHUC. B MHTEpHETE €CTh OrpOMHBII BEIOOD
OeCIUTaTHBIX IMOYTOBBIX CEPBUCOB, OJTHAKO JyYILE TIOBEPATH TEM, KOT'O 3HACIIb U KTO MEPBBIN B

pEUTHHTE;

2. He yka3bIBaii B TMYHOH noyuTe JIMYHYIO HHpopmMaruio. Hampumep, stydrne BoIOpaTh
"My3bIKaJIbHBIN (haHaT@" mium "pok2013" BmMecTo "Temal3";

3. Hcnonb3y#t 1ByX3TalHYyIO aBTOPU3ALIMI0. DTO KOT/1a TOMUMO MapoJisi HY’KHO BBOJIUTH KOJI,
IpucbUIaeMbIi 1o SMS;



4. Boibepu ciokHBIN Taposib. J{Jis Ka)KA0ro MOYTOBOTO SIUKA JOJKEH OBITh CBOUM HAJICKHBIH,
YCTOWYHMBBIN K B3JIOMY I1apOJIb;

5. Ecam ecTh BO3MOXKHOCTB HAMCATh CAMOMY CBOM JIMYHBIN BOIIPOC, UCIIONIB3YH 3TY
BO3MOKHOCTB;

6. Mcnonp3yi HECKOJIBKO IIOYTOBBIX SIIMKOB. [IepBbIil 17151 4acTHOM NEPENMCKU C aapecaTaMy,
KOTOPBIM ThI IOBEPSEIIL. JTO MEKTPOHHBIN aJipeC HE HAJJ0 UCII0JIb30BaTh IPU PETUCTPALIMU HA

dopymax u caifrax;

7. He oTkpbiBaii (haitsibl U ApyrUe BIOKEHHUS B MUCbMaX, Ja)Ke €CJIM OHH MPUIILIA OT TBOUX
apys3eil. Jlydie yTouHM y HUX, OTHPABJISUIN JIM OHU TeOe 3TH (aiiibl;

8. Ilocne okoHYaHus pabOTHI HA TOYTOBOM CEPBHCE MEPE]T 3aKPHITHEM BKJIAJIKH C CATOM HE
3a0yb HaxaTh Ha "Beriitu".

Ku0epOyJuIMHT MM BUPTYAJIbHOE H3/1€BATEIbCTBO

KubepOynnuHr - nmpecienoBaHne COOOIIEHUSIME, COJIEPKAIUMHI OCKOPOJICHHS, arpecculo,
3aIlyTUBaHKE; XYJIUTaHCTBO; COIIMATIbHOE OOMKOTUPOBAHHE C IIOMOUIBIO Pa3TMYHBIX HHTEPHET-
CEpBHUCOB.

OcHOBHBIE COBETHI IO OOPHOE ¢ KUOEPOYIITUHTOM:

1. He 6pocaiics B 60ii. JIydmuii crioco0: mocoBETOBATHCS Kak ce0si BECTH U, €CJIA HET TOTO, K
KOMY MOXXHO 00paTUThCA, TO BHaUalIe yCIIOKOUThCS. Eciiu Th HaYHeNb OTBEYaTh
OCKOPOJICHUSIMH Ha OCKOPOJIEHUS, TO TOIBKO €l1e O0JIbIIe pa30kKelb KOH(IHUKT;

2. Yrpaginsii cBoel KubeppemnyTarueii;

3. AHOHUMHOCTb B ceTH MHUMas. CyIIeCTBYIOT CIIOCOOBI BBIACHUTH, KTO CTOUT 32 aHOHUMHBIM
aKKayHTOM;

4. He crouT BECTH XyJIHUIaHCKUNA 00pa3 BUPTyaJIbHOM kHU3HH. THTEpHET (PUKCUpPYyeT BCce TBOU
JEUCTBUS M COXPAHSET UX. Y AATUTh UX OyJeT KpaifHe 3aTpyAHUTEIBHO;

5. CoGnroniait CBOIO BUPTYaJIbHYIO YECTh CMOJIOAY;

6. Urnopupyii eauHn4HbIN HeratuB. OTHOPa30BbIe OCKOPOUTEIBbHBIE COOOLICHHUS JTyYIIe
UrHOpUpoBaTh. OOBIYHO arpeccHst MpeKpaIlaeTcs Ha Ha4YaJIbHOM CTa/lny;

7. ban arpeccopa. B mporpammax oOMeHa MTHOBEHHBIMH COOOIICHUSIMH, B COIIMATTBHBIX CETIX
€CTh BO3MOXKHOCTh OJIOKHPOBKH OTIIPABKU COOOIIEHUH C ONPEICIICHHBIX apecOB;

8. Ecnu ThI cBUzeTeNb KnOEepOyIiHra. TBOU ASUCTBUS: BHICTYITUTH IIPOTHB Mpecie10BaTes,
[I0Ka3aTh €MY, YTO €r0 ACUCTBUS OLICHUBAIOTCS HETATUBHO, ITOAIEPKATh )KEPTBY, KOTOPOH
HY>KHA [ICUXOJIOTUYECKask TOMOIIb, COOOIIUTH B3POCIBIM O (DaKTe arpecCUBHOTO NOBEJICHUS B
CETH.

MoOuabHbI Tes1e)OH



CoBpemeHnHbIe cMapT(HOHBI U IUTAHIIETHI COJIEPKaT B ceOe BIOIHE B3POCIbIN ()YHKIIMOHAT, U
Tenepb OHU MOTYT KOHKYPUPOBATh CO CTAI[HOHAPHBIMU KOMITbloTepaMu. OTHaKO, CPEICTB
3alUTHI U1 TOJOOHBIX YCTPOUCTB IMOKA OYeHb MaJo. TecTupoBaHUE U TIOUCK YSI3BUMOCTEH B
HUX IPOMCXOIUT HE TaK HHTEHCUBHO, Kak s 1K, To e camoe kacaeTcs 1 MOOMITbHBIX
MIPUJIOKEHUN.

CoBpeMeHHbIE MOOUIIbHBIE Opay3ephl YK€ MPAaKTUYECKU JOTHAIM HACTOJIbHBIE aHAJIOTH, O/THAKO
pacupenue QyHKIIMOHAIA BI€YET 32 COOO0M OOJIBIIYIO CIIOKHOCTh M MEHBIIYIO 3aIUIIEHHOCTb.

Jlaneko He Bce MPOU3BOIUTEINN BBITYCKAaIOT OOHOBIICHHSI, 3aKPBIBAIOIINE KPUTHUECKUE
YS3BUMOCTH JUJISL CBOUX YCTPOUCTB.

OcHOBHBIE COBETHI 1151 0€30ITaCHOCTH MOOMIIBHOTO TenedoHa:

Huudero He siBnsieTcs mo-HacTosimeMy OecruiaTHeIM. byib ocTOpokeH, Beib Korja tede
IpeJUIaraloT OeCIUIaTHRIA KOHTEHT, B HEM MOTYT OBITh CKPBITHI KAKHE-TO TUIATHBIC YCIIYTH;

Hymaii, mpexe ueM otnpaBuTh SMS, ¢oto nim Buaeo. Thl TOUYHO 3HACIIB, 1€ OHU OYAYT B
KOHEYHOM UTOre?

Heo6x0a1umMo 0OHOBIIATH ONEPAIIMOHHYIO CUCTEMY TBOETO CMapT(OHA;
Vcnonb3yi aHTUBUPYCHBIE IIPOTPAMMBI 711 MOOMIIBHBIX TeIe()OHOB;

He 3arpy>1<a171 NPUITOKCHUSA OT HCU3BCCTHOTO HCTOYHHKA, BEAb OHU MOT'YT COACPIKATDH
BPCAOHOCHOC MPOrpaMMHOC 066CH€‘-ICHI/IG;

[Tocne Toro Kak ThI BBIMJIEIIb C caiiTa, I/ie BBOIWII JIMYHYIO HH(POPMALIUIO, 3aiiI1 B HACTPOIKHU
Opaysepa u ynanu cookies;

Ilepronnuecku npoBepsii, KaKue IUIaTHbIE YCIIyTM aKTUBUPOBAHBI HA TBOEM HOMEPE;

JlaBaii cBoii HOMEp MOOMIIBHOTO Tese(hOHA TOIBKO JIOASIM, KOTOPBIX ThI 3HACHIH U KOMY
JOBEPSICILIb;

Bluetooth momken ObITH BBIKIIIOUEH, KOTJa TH KM HE TIoJb3yelibest. He 3a0piBail nHOT 1A
MIPOBEPSTH 3TO.

Online urpsi

CoBpeMeHHbIE OHJIAIH-UTPBI - 3TO KPACOUHBIE, 3aXBATHIBAIOIINE pa3BICUCHHs, 00bETUHSIIOIINE
COTHH THICSY YEJIOBEK 10 BceMy MHpPY. MIrpoku UcciaenyoT JaHHbIH UM MHp, 0OLIa0TCs APYT C
JPYTOM, BBIIIOJIHAIOT 3a/1aHNUs, CPaXKatOTCsl C MOHCTPAMHU U TIOJYYaloT OMBIT. 3a YAOBOJIbCTBUE
OHU TIATST: MOKYIAIOT TUCK, OIUIAYMBAIOT AOOHEMEHT MJTH MPHOOPETAIOT KaKUe-TO OIIIUH.

Bce 31u cpeacTBa uayT Ha MojAAepKaHUE M pa3BUTHE UTPHI, a TAKXKe HA caMy 0€30MacHOCTb!
COBEPILEHCTBYIOTCS] CHCTEMbI aBTOPU3ALIUH, BBIITYCKAIOTCSI HOBBIE TaTYH (LIU(PPOBBIE 3aIIATKH
JUIS IPOTPaMM), 3aKpPBIBAOTCS YSI3BUMOCTH CEPBEPOB.

B HOI[OGHI:IX Urpax CTout Oo1rmacaTbCsa HE CTOJIBKO CBOUX COINICPHUKOB, CKOJIBKO KpaKu TBOCTO
napoJjisgd, Ha KOTOpOM OCHOBaHa CUCTEMaA aBTOpU3AL[UU OOJIBIINHCTBA urp.



OCHOBHBIEC COBETHI 110 0€30IIACHOCTH TBOCTO HUI'pOBOI'0 aKKayHTa:

1. Ecniu ipyroit urpok BeneT cedsl MI0X0 WM co3aeT Tede HENPHUIATHOCTH, 3a0J0KUPYH ero B
CIMCKE UTPOKOB;

2. [loxkamyiics agMUHUCTpATOpaM UIPbl Ha IJIOXOE IMOBEJEHUE 3TOTO0 UTPOKA, )KEJIATEIBHO
IIPWJIOKUTH KaKHE-TO 1I0Ka3aTEIbCTBA B BU/IE CKPUHOB;

3. He yka3biBaii TMuHYI0 HHPOPMALIKIO B TIpodaiisie Urpsl;
4. YBaxall Ipyrux y4acTHUKOB 110 UTPE;

5. He ycranaBiuBaii Heo(uIInaIbHBIE TATYU U MOJIBL;

6. Mcnionp3yi# CII0KHBIE U pa3HbIe N1apoJy;

7. Jaxe BO BpeMs UTPBI HE CTOUT OTKJIKOYaTh aHTUBUPYC. [I0Ka ThI Urpaenis, TBOM KOMIIBIOTED
MOTYT 3apa3uTh.

@OUIIMHT WIH KPaKa JUYHBIX JAHHBIX

OObIuHOM Kpakel JIeHeT ¥ JOKYMEHTOB CeTrOJIHS YK€ HUKOTO HE YIHMBHIIb, HO C Pa3BUTHEM
MHTEPHET-TEXHOJIOTHI 3JI0YMBIIIJICHHUKH IEPEMECTUIINCH B UHTEPHET, M MTPOJAOIDKAIOT
3aHUMAaTHCA "MIOOUMBIM" JIEJIOM.

Tak nosiBMIIach HOBas yrpo3a: HHTEPHET-MOIICHHUYECTBA WK (DUILUHT, T1aBHAS 1[eJIb KOTOPOTO
COCTOUT B MOJIyYE€HUH KOH(PHUICHIINATBHBIX JAaHHBIX OJIb30BaTeIeH - TOTMHOB U naponeil. Ha
aHrMicKoM s3bike phishing ynraercs kak guuuHr (oT fishing - peiOHas noBis, password -
11apoJib).

OcHOBHBIE COBETHI IO OOPHOE ¢ PUIIUHTOM:

1. Cnenu 3a cBouM akkayHTOM. Ecim Tl oJj03peBaeiiib, 4TO TBOS aHKETa Oblia B3JIOMaHa, TO
HE00X0IMMO 3a0JIOKUPOBATH €€ M COOOIIUTH a]IMHHUCTPATOPaM pecypca 00 3TOM KaKk MOKHO
CKOpEe;

2. Ucnonb3yii 6e30macHble BeO-CaliThl, B TOM YHCIIE, HHTEPHET-Mara3uHOB U MTOMCKOBBIX CHCTEM;

3. Hcnonb3yii cnoxHbIe U pa3Hble napoiu. Takum o0pas3om, eciau Teds B3IOMAIOT, TO
3JI0YMBIIIJICHHUKH TOTyYaT AOCTYI TOJBKO K OJJHOMY TBOEMY NMPO(UITIO B CETH, @ HE KO BCEM;

4. Ecniu Te0s1 B3110Mali, TO HEOOXO0AUMO MPETyNPEeIUTh BCEX CBOMX 3HAKOMBIX, KOTOpbIE
N00aBJICHBI Yy TEOS B IPY3bsIX, O TOM, YTO TEOsI B3JIOMaJIH U, BO3MOKHO, OT TBOETO UMEHU OyeT
pacchuIaThCs CIIaM U CCHUIKH Ha (DUITUHTOBBIE CANUTHI;

5. YcranoBu HazexHbi naponsb (PIN) Ha MOOMIBHBIN TeneoH;

6. OTKIIIOYHM COXpaHEHHUe Maposis B Opaysepe;

7. He oTkpeiBaii aiisiel U Apyrue BIOKEHUS B MUChMAaX, Ja)Ke €CIIM OHU MIPHIIUTH OT TBOUX
npy3ei. Jlydine yTouHu y HUX, OTIIPABIISUTH JIM OHU Te0e 3TH (haiiibl.



Hudposas penyrauus

[Mudposas penyTanys - 5T0 HETaTUBHAS WM MTO3UTHUBHAS MH(OPMAIU B CETH O Tee.
Komnpomerupyromas nHpopmanus, pa3MelieHHast B HHTEpHETe, MOXKET Cepbe3HbIM 00pa3oM
OTPa3UThCS HAa TBOEH peasbHOM xu3Hu. "Ludposas pemyTauus” - 3T0 TBOM UMUK, KOTOPBIN
dbopmupyercst u3 nHGopMaIu o Tebe B UHTEPHETE.

TBoe MecTo KHUTEIbCTBA, Y4eObl, TBOE (PMHAHCOBOE MOJI0KEHUE, OCOOCHHOCTH XapaKTepa u
pacckasbl 0 OJTU3KUX - BCE 3TO HAKAIUIMBACTCS B CETH.

MHorue noJpoCTKH JIETKOMBICIEHHO OTHOCSITCS K IyOJIMKAINH TUYHON HHPOPMAIIIH B
HNutepHeTe, HE TOHMMAas BO3MOXKHBIX IOCIEACTBUU. ThI 1ake HE CMOXKEWb JOTAAAThCSA O TOM,
4To (poTorpadusi, pa3mMeIieHHas 5 JeT Ha3ald, cTaja IPUUMHON OTKa3a MPUHATH TeOs Ha padoTy.

KommenTapuu, pa3menienue TBoux Gororpaduit u qpyrue 1eiHCTBUS MOTYT HE UCUE3HYTh JaXke
1ocjie TOro, Kak Thl MX yJaJuIIb. Thl HEe 3HACIIb, KTO COXPAaHWII 3Ty UH(OPMAIIHIO, MToTaia JH
OHA B MIOMCKOBBIE CUCTEMbI U COXPAaHUIIACh JIM OHA, a TJIaBHOE: YTO MOYMAIOT O TeOe
OKpY’KaIOIIHeE JIIOJIU, KOTOPbIE HAWIYT U YBUAAT 3T0. HaiiTu mHpOpMaLnio MHOTO JIET CIIyCTS
CMOXeET JII000H - KaKk U3 T0OphIX MOOYXKAECHUH, TaK M ¢ HAMEPEHUEM IPUYUHUTH Bpea. ITO
MOJKET OBITh KTO YTOHO.

OcHOBHBIE COBETHI IO 3aIUTe MU(POBOI pemyTauu:

1. ITogymaii, mpexkae 4eM 4To-To MyOIMKOBATh U NepeaaBaTh y cedst B 6Jiore Wiu B COIMAIbHON
CeTu;

2. B Hactpoiikax npouist yCTaHOBH OTPaHUYEHHUS Ha TPOCMOTP TBOETO MPOMIIS U €T0
COJIEP’KUMOT0, CAENIal €ero TOJIbKO "I apy3en";

3. He pa3memaii 1 He yka3biBail H”HPOpPMALKIO, KOTOPasi MOXKET KOTO-TH00 OCKOPOIATH WK
OOMXaTh.

ABTOpCKOE IPaBo

CoBpeMeHHbIE IIKOJBFHUKH - aKTUBHBIE T10JIb30BaTeNd U(POBOTO npocTpancTBa. OgHaKO
JaJIeKO He BCE 3HAIOT, YTO MOJIb30BAHNE MHOTMMHU BO3MOKHOCTSMH IIU(PPOBOTO MHpa TpedyeT
COOJIIOICHNS TTPAB HA MHTEJJICKTYAIbHYI0 COOCTBEHHOCTD.

TepmuH "HHTENNEKTyanbHask COOCTBEHHOCTh" OTHOCHUTCS K Pa3IMYHBIM TBOPEHUSAM
YeJI0OBEYECKOI0 yMa, HAYMHAsl C HOBBIX M300peTeHUH 1 3HAKOB, 0003HAYAIOIINX COOCTBEHHOCTh
Ha MPOJYKTHI U YCIYTH, U 3aKaHUMBasi KHUraMu, hoTorpapusiMu, KuHOQUIBMAMU U
MY3BIKaJIbHBIMH [TPOU3BEICHUSMHU.

ABTOpCKHE TpaBa - 3TO MpaBa Ha HHTEJJICKTYaIbHYI0 COOCTBEHHOCTh Ha TIPOM3BEICHUS HAYKH,
JUTEPATyphl U UCKYCCTBA. ABTOPCKHUE MPaBa BbICTYNAIOT B KAYECTBE FapaHTUN TOTO, YTO
MHTEJUICKTYalIbHBII/TBOPUECKUH TPyl aBTOpa He OyJeT HAaIpacHBIM, JacT €My CIpaBeJIUBbIC
BO3MOKHOCTH 3apaboTaTh Ha pe3ybTaTax CBOETO TPYAa, MOIYYUTh H3BECTHOCTD U MPU3HAHHE.
HuxTo 6e3 pa3penienus aBTopa He MOXKET BOCIIPOM3BOIUTE €T0 MIPOU3BEACHUE, PACIPOCTPAHSTH,
nyOIMYHO IEMOHCTPUPOBATH, IPOAABATh, HIMIIOPTUPOBATh, ITYCKATh B MPOKAT, ITyOJIUYHO
UCTIOJHATH, IOKA3bIBAaTh/UCIIONHATH B A(Hpe WU pa3memats B IHTepHeTe.



Hcnonb3oBanue "mUpaTcKOro” MporpaMMHOIO 00ecTIedeHUs MOXKET MIPUBECTH K MHOTUM
pHCKaM: OT MOTEPH JaHHBIX K TBOMM aKKayHTaM J10 OJIOKMPOBKHU TBOETO YCTPOWUCTBA, I/Ie
yCTaHOBJICHA HellerajibHast porpamma. He cTouT Taxoke 3a0bIBaTh, 4TO CYIIECTBYIOT JIETaJIbHBIE
u OecruiaTHbIE IPOrPaMMbl, KOTOPhIE MOYKHO HAMTH B CETH.

O noprane

CeteBHuOK.pQ - TBOM IMTaBHBIA COBETYHK B CETH. 371€Ch Thl MOXKEIIIb Y3HATH O OE30MIaCHOCTH B
CEeTH MOHATHBIM M JIOCTYITHBIM SI3bIKOM, a IIPU BO3ZHUKHOBEHUH KPUTHUECKOM CUTYaIHH
00paTUTHCA 32 COBETOM. A TakXKe NMPUHATH y4acTHe B KOHKYPCaX U CTaTh CAMbIM HU(POBBIM
rpaXxa1aHuHOM!

ITpunoxxenne N 3

IMAMSITKA JJISI POAUTEJIEH Ob THO®OPMAIIMOHHOM BE3OINACHOCTH
JNETEN

Omnpenenenue TepMuHa "HHPOpMAIIOHHAS 0€30MAaCHOCTH JeTei" comepxkutcs B DenepaibHOM
3akoHe N 436-03 "O 3amure nereit oT nHpoOpMalUy, IPUUMUHSIONIEH Bpe UX 3A0POBBIO U
Pa3BUTHIO", PETYJIMPYIOIIMM OTHOILIEHHS, CBI3aHHBIE C 3aLIUTOM neTel 0T HHpOpMaLuy,
IIPUUYUHSIOLIEN BPEJ UX 310POBBIO U (MN) pa3BUTHIO. COIIACHO TaHHOMY 3aKOHY
"uHpOopMaLMOHHAs 6€30MaCHOCTb JeTel" - 3TO COCTOSIHUE 3AIIUIICHHOCTH, IPH KOTOPOM
OTCYTCTBYET PUCK, CBSI3aHHBIHM ¢ IpUUMHEHHEM HH(pOpMaLrel Bpeaa ux 310pOBbIO U (MITH)
¢busnvecKkoMy, ICUXUYECKOMY, TyXOBHOMY, HDABCTBEHHOMY Pa3BUTHIO.

B cuity @enepansHoro 3akoHa N 436-O3 undopmaryeid, IpuuuHAIONICH Bpel 310POBBIO U
(wn) pa3BUTHIO ACTEH, SIBISIETCS:

1. uadopmanus, 3anpemeHHas uisg pacpoCTpaHEHUs CPEIH JeTel;

2. uHopmManus, pacpocTpaHeHHe KOTOPO OrpaHIUUYEHO CPeaH JAeTei OIpeaeieHHbIX
BO3PACTHBIX KaTETOpPUH.

3. K uadopmarnum, 3arnpeneHHoi Ui pacrpoCTpaHeHHUs CPeIH IeTel, OTHOCUTCS:

4. uadopmanus, modyxaaromas AeTeil K COBEpIICHUIO ASUCTBU, TPEICTABIAIOMINX YTPO3Y X
’KU3HH U (W) 37I0POBBIO, B T.4. IPUYMHEHUIO BpeJa CBOEMY 370POBbIO, CAMOYOHICTBY;

5. cmocOGHOCTH BBI3BATH Y JI€TEH JKeJlaHue YIOTPEeOUTh HApKOTHUECKUE CPEICTBA,
MICUXOTPOITHBIE U (WJIN) OAypPMaHUBAIOIINE BEIIECTBA, TAOAYHbIC U3/IENIHNs, ATKOTOJIbHYIO U
CIIUPTOCOAEPIKALLYIO IIPOLYKLHIO, [IMBO U HAIIUTKYU, U3rOTABJIMBAEMBIE HA €TI0 OCHOBE; IIPUHSATH
y4JacTHe B a3apTHBIX UTPaX, 3aHUMATHCS POCTUTYLIUEH, OPOISKHUYECTBOM HIIH
MOIPOLIAHHUYECTBOM;

6. 000CHOBBIBAIOIIASI WIIM OIIPABJIBIBAIONIAS IOMTYCTUMOCTb HACUIIHS U (MJIH) KECTOKOCTH JIHO0
o0y KAaro1asi OCYIIECTBIISTh HACHIBLCTBEHHBIE ACHCTBUS 110 OTHOIICHUIO K JIIOJIM U

JKHUBOTHBIM,

7. oTpULIAIOIIAs CEMEMHBIE IEHHOCTH U (JOPMUPYIOLIasi HEyBaKEHHE K POAUTEISIM U (ITH)
IPYTUM WIEHaM CEMbH;

8. ompapbIBaIONIas IPOTUBOIIPABHOE MOBEICHHUE;



9. comeprkariast HELIEH3ypHYIO OpaHb;
10. coneprkaias HHPOPMALIUIO TOPHOTPAPHUECKOTO XapaKTepa.

K undopmanuu, pacnpocrpaneHre KOTOPOH OrpaHMYEHO Cpear AeTel ONpeeIeHHOro BO3pacTa,
OTHOCHTCH:

1. nadopmanus, npeacTaBiIsieMas B BUI€ U300paKCHHsI ITU OMMCAHUS )KECTOKOCTH,
(bU3MYECKOTO ¥ (WIIH) ICUXUYECKOTO HACHITHUS, MPECTYIIIICHHS HIIM MHOT'O aHTHOOIIECTBEHHOTO
JIeNCTBUS,

2. BBI3BIBAIONIAs y IETEH CTpax, y’Kac WIK NaHUKY, B T.4. IpeACTaBisieMas B BUIe U300paKEeHHS
WM OTIMCaHMS B YHHKAIOILEH YeI0BEUeCKOe JOCTOMHCTBO (hopMe HEHACUIILCTBEHHOM CMEPTH,
3a0oJeBaHus1, CaMOYOHIICTBA, HECYACTHOTO CITyyasi, aBapHH WM KaTacTpodbl U (MITH) UX
IMOCJIE/ICTBUI;

3. npexacraBisieMasi B BU/I€ U300paXKSHHS WIIHA OTMCAHMS MTOJIOBBIX OTHOIICHHHA MEXTY
MY>K4YMHOU U KEHIIUHOW;

4. conepxarasi OpaHHbIE CJIOBa U BBIPAXKEHUS, HE OTHOCAIIMECS K HELIEH3YPHOU OpaHH.

C yuerom storo Bam npeanaratorcs npasuiia paboTsl B ceTu MIHTEpHET 1711 pa3inyHbIX
BO3PACTHBIX KaTEropuii, COOII0AEHNE KOTOPBIX MO3BOJIUT 00€CIeUnTh HH()OPMAITHOHHYIO
0€301acHOCTb BalllUX AETEH.

OO0mme npaBuJa 1Jis1 poanTeIei

1. He3aBucumMo OT Bo3pacta pedeHKa HCIOIb3yHTE MPorpaMMHOe o0ecriedeHre, OMOraoniee
(GMIBTPOBaTh U KOHTPOJIMPOBATH MHPOPMALIMIO, HO HE ToJIaraiiTech MOJIHOCTHIO HA Hero. Baie
BHUMaHHE K PeOCHKY - IJIABHBIA METO/I 3aIUTHI.

2. Ecnu Bamr peGeHOK MMeeT akKayHT Ha OJTHOM U3 COLMaNbHBIX cepBucoB (LiveJournal,
blogs.mail.ru, vkontakte.ru u T.11.), BHUMaTEeJIbHO U3YYUTE, KaKYI0 HHPOPMALINIO TOMEIIAIOT €T0
YYaCTHHUKHU B CBOUX MPOGWIAX U Oyiorax, BKItodas ¢pororpaduu u BUIEO.

3. IlpoBeprTe, ¢ KAKUMH JPYTUMHU CaliTaMM CBSI3aH COLMANIbHBINA cepBUC Bamero pebenka.
Crpannuku Bamero pebeHka MOryT ObITh 6€30MaCHBIMH, HO MOTYT M COZIEPKaTh CCHIJIKU Ha
HE)XKEJIaTEJIbHBIE U ONIaCHBIE CalThI (HallpuMep, IOPHOCANT, UM CalT, HA KOTOPOM ApPYT
yIIOMHHAET HOMep coToBOTro Tenedona Bamero pedbenka unu Bam gnomanramii agpec)

4. Moompsiitte Bamux neteit cooOmark 060 BCeM CTPAHHOM WJIH OTTAJIKHBAIOIIEM U HE
CJIMILIKOM OCTPO pearupymre, Korjaa OHU 3TO JENatoT (M3-32 ONaceHUs MOTEPSITh TOCTYM K
WuTepHeTy 1eTu He TOBOPST POAUTENSIM O TIpobiieMax, a TAaK)Ke MOTYT HadaTh UCTIOIb30BaTh
NHuTtepHeT BHE JOMa U LIKOJIBI).

5. Bynete B Kypce ceteBoil xku3Hu Bamero pebenka. MHTepecyiitech, KTo Ux Ipy3bs B IHTEepHET
TaK K€, KaK HHTEPECYETECh PEaIbHBIMU JAPY3bIMHU.

Bo3spacr ot 7 10 8 et

B UHTepHeTe pebeHOK cTapaeTcs MOCETUTh T€ WM UHBIE CalThI, 2 BO3MOXKHO U YaThl,
pas3pelieHre Ha MOoCeeHne KOTOPBIX OH He MOTydri1 Obl 0T poauteneit. [loaTomy poaurensim



0c00EHHO TOJIEe3HBI OyIyT T€ OTYETHI, KOTOPBIE MPEIOCTABIISIOTCS IIPOTPAMMaMH I10
OrpaHUYEHUIO HCTIONB30BaHMs VIHTepHeTa, T.e. PoguTenbckuii KOHTPOIIb UITH TO, YTO BBI
CMOXETEe YBUJETh BO BpEMEHHBIX (aiinax. B pesynbrate, y peOeHKa He OyA€T OUIYIICHHUs, YTO 32
HUM BEJIETCS TOCTOSIHHBIM KOHTPOJIb, OTHAKO, POAUTENIH OYIyT MO-NPEKHEMY 3HATh, KAKHE
CalThI mocemaer ux pedeHok. Jletn B JaHHOM BO3pacTe 001a1al0T CHIIbHBIM YyBCTBOM CEMbH,
OHU JIOBEPYHBHI 1 HE COMHEBAIOTCA B aBTOpUTeTaX. OHHU JIIOOSAT UTPaTh B CETEBBIC UTPHI U
MyTelecTBOBaTh N0 MHTEpHETY, NCTIONB3YS AJIEKTPOHHYIO OUTY, 3aX0IUTh HA CAWTHI U YaThl,
HE PEKOMEH/IOBAaHHBIE POIUTEIISIMU.

Cogertsl 110 Oe30macHOCTH B ceTd MHTepHeT 11 aeteit 7 - § ner

1. Co3paiiTe CIMCOK JOMAIIHUX MPaBHJI MOcemeHust IHTepHeTa mpu yyacTuu aereil u TpedyiTe
€r0 BBIIIOJIHCHHUSL.

2. Tpebyiite ot Bamero peGeHka cobaoeHNsI BpeMEHHBIX HOPM HaX0XIEHUS 32 KOMIIBIOTEPOM.
[Tokaxxute pebeHKy, uro Brl HaOmonaeTe 3a HUM HE IOTOMY 4TO Bam 310 X04ercs, a moTomy

yT0 BEI OECITOKOUTECH O €r0 0E30MacHOCTH U BCCrZa rOTOBBI EMY IIOMOYb.

3. Kommbtorep ¢ noaximoueHneM K HTepHETy JOKEeH HaXOJUThCs B 00IIEH KOMHATE MO
IIPUCMOTPOM POJUTEIIEH.

4, HCHOJII:?:yfITG CIICHUAJIBbHBIC ACTCKHUEC IIOMCKOBBIC MAIlIMHBI.

5. Ucnionb3yiiTe cpeacTBa OJIOKMPOBaHUS HEXKEIATEIBHOTO KOHTEHTAa KaK JOMOJIHEHUE K
CTaHIapTHOMY PoauTeNnbCcKkOoMy KOHTPOJIIO.

6. CoznaiiTe ceMeWHBIN JIEKTPOHHBIN SIIUK, 9TOOBI HE MO3BOJIUTH JETSIM HMETh COOCTBEHHBIC
azapeca.

7. bnokupyiTe 1oCcTyn K caiiTam ¢ OecIIaTHBIMU TOYTOBBIMU SITIIUKAMH C TIOMOIIBIO
COOTBETCTBYIOIIETO MPOTPAMMHOTO 00ECTICUeHUSI.

8. IIpuyunre nereit coBeToBaThCst ¢ Bamu nepen onyOnMkoBaHHEM KakoH-TH00 HH(OpMaIuu
CpeACTBaMU 3JIEKTPOHHOM MOYTHI, YaTOB, PErUCTPALMOHHBIX GOPM U pOPHIIeH.

9. Hayuure neteii He 3arpyxatb (ailsibl, IporpaMMbl WIM MY3bIKY 0€3 BaIlIero COriacHsl.
10. He pa3pemaiite 1eTIM UCIONB30BaTh CIYKObI MTHOBEHHOT'O OOMEHA COOOLICHUSMHU.

11. B "Genplit" circok caiiToOB, pa3pelIeHHbIX I MOCEIICHUs, BHOCUTE TOJIBKO CaThI ¢
XOpOILIEeH pernyTanuei.

12. He 3a0b1BaiiTe 6eceoBaTh ¢ 1eTbMU 00 UX JIpy3bsax B IHTepHETe, Kak eciiu Obl peysb 11j1a o
IPY3bsiX B pEAILHON KU3HU.

13. He nenaiite "taby" U3 BOIPOCOB MOJIOBOM JKU3HU, TaK Kak B VIHTepHeTe €T MOTYT JIETKO
HATKHYTBCS] Ha IOPHOTpa(HIo UITN CallThl "I B3pOCIBIX .

14. Ilpuyuure Bamero pebeHka coodaTh BaM 0 JIFOOBIX YIpo3ax MM TPEBOTaX, CBA3aHHBIX C
WutepHerom. OcTaBaiiTech CIIOKOWHBIMU M HATIOMHUTE JETSIM, YTO OHH B O€30MACHOCTH, €CIIN
CaMU pacCKa3aJlid BaM O CBOUX TpeBorax. [loxBanure ux U OCOBETYMUTE MOJOUTH €1le pa3 B
MOJOOHBIX CTyYasiX.



Bo3spacr aereii ot 9 10 12 ger

B nanHoM Bo3pacte 1eTH, Kak MPaBUJIO, YXKE HACIBIIIAHBI O TOM, Kakas HH()OpMaIHs
cymecTtByeT B MHTepHeTe. COBEPLIEHHO HOPMAJIBHO, YTO OHU XOTST 3TO YBUIETH, IPOYECTD,
ycablmate. [Ipyu 3TOM Hy’KHO TIOMHHTb, YTO AOCTYII K HEXKENATEIbHBIM MaTepraiaM MOXKHO
JIeTKO 3a0JI0KMPOBATH MPH MOMOIIH CPEeACTB POANTENBCKOTO KOHTPOJIS.

CoserTnl 10 0€3011aCHOCTH IS aereit ot 9 no 12 ner

1. Co3pmaiiTe cIMCOK JOMAIIIHUX MPaBHII MocenieHust IHTepHeT mpu yyacTuu aereil u TpedyiiTe
€r0 BBIIIOJIHCHHUSL.

2. TpeOyiite oT Bamiero pebeHka coOII0IeHUS HOPM HAXOKICHUS 32 KOMITBIOTEPOM.

3. HaGmronaiite 3a peGeHKOM IpU paboTe 32 KOMIIBIOTEPOM, IOKAKUTE €My, 4TO BbI
0€ecroKouTeCh 0 €ro 6€30MacHOCTH U BCET/Ia TOTOBBI 0KA3aTh €My ITOMOIIb.

4. Kommbrotep ¢ noJxioueHueM B THTepHeT JODKEH HaXOAUTHCS B 00IIEi KOMHATE MO
IIPUCMOTPOM POJIUTEIIEH.

5. Ucnionb3yiiTe cpeacTBa OJIOKUPOBAHUS HEXEIATEIHHOTO KOHTEHTA KaK JOMOJIHEHUE K
CTaHapTHOMY PoauTeNnbCcKOMy KOHTPOJIIO.

6. He 3a0pIBaliTe MpUHUMATH HEMTOCPEICTBEHHOE YUaCTHE B KHU3HH peOeHKa, Oece10BaTh C
IeTbMU 00 UX Jpy3bsx B HTepHeTe.

7. HacrauBaiite, 4TOOBI AE€TH HUKOTIa HE COTJIAIIAIICH HA JIMYHBIE BCTPEUH C APY3bSIMU IO
WNHurepHery.

8. Ilo3BomsAiiTE AETAM 3aXOIUTh TOJIBKO HAa CAalTHI U3 "Oemoro" crucka, KOTOPBIH co31anTe
BMECTE C HUMHU.

9. IlpuyunTe aeTelt HUKOTIAa HE BBIIABATh JTMUHYIO HH(POPMAIIUIO CPEICTBAMHU HIICKTPOHHOH
MOYTHI, YaTOB, CHCTEM MIHOBEHHOT'O OOMEHA COOOLICHUSAMH, PETUCTPALIMOHHBIX (POPM, TMUHBIX
npoduiiet 1 Mpu perucTpanuy Ha KOHKypcsl B IHTEepHeTe.

10. [Ipuyuure neteit He 3arpyxartb nporpamMmMsl 6e3 Baiero paspemenus. O0bsCHUTE UM, YTO
OHHU MOTYT CIIy4YaiHO 3arpy3uTh BUPYChI WJIH JPYroe HeKeIaTeIbHOe IPOrpaMMHOE
obecrieueHue.

11. Coznaiite Bamemy pebeHKy orpaHMYEHHYIO YYETHYIO 3aIHUCh JJIs1 pabOThl Ha KOMIIBIOTEPE.
12. Ilpuyuure Bamero pebenka coodmiaTh BaM 0 JIFOOBIX YIpo3ax MM TPEBOTaX, CBI3aHHBIX C
WutepHerom. HanoMuuTe AeTaM, 4TO OHU B 6€30MAaCHOCTH, €CIIM CaMU PacCKa3ajid BaM O CBOUX
TPEBOTax U OMACCHHSIX.

13. Pacckaxwure aersim o nopHorpaduu B HTEpHETE.

14. HactauBaiiTe Ha TOM, YTOOBI A€TH MPEAOCTABIISUIA BaM JIOCTYII K CBOCH AJIEKTPOHHOH MOYTE,
4TOOBI BBl YOCIMIIUCH, YTO OHU HE OOIIAIOTCS C HE3HAKOMIIAMHU.



15. O06bscHUTE OETSIM, YTO HEJb3s UCIOTIB30BATh CETh ISl XYJIUTaHCTBA, PACTIPOCTPAHCHUS
CIUIETEH WJIU yTPO3.

Bo3spact aereii ot 13 10 17 et

B »TOM BO3pacTe mogpoCTKH aKTUBHO MCTOIb3YIOT OMCKOBBIC MAIITMHBI, TOJIB3YIOTCS
3JIEKTPOHHOH MOYTOM, CiIy>k0aMH MTHOBEHHOT'O OOMEHa COOOIICHUSIMH, CKAYHBAIOT MY3BIKY H
¢wibMbL. ManburkaM B 3TOM BO3pacTe OOoJIbIIIe 10 HPaBy CMETaTh BCE OTPaHUYEHUS, OHH
KKIYT rpyoOro IoMOpa, a3apTHBIX UTP, KAPTUHOK "1t B3pocbIX". JIeBOUKM PEANOUYHUTAIOT
00IIaThCs B YaTax, PHU TOM OHH ropas3fo 0oJiee UyBCTBUTENbHBI K CEKCYaTbHBIM
nomoratenbcTBaM B MIHTEpHeTe.

3ayacTyro B JaHHOM BO3pPAacTe POAUTENSIM YKE BECbMa CI0KHO KOHTPOJIMPOBATh CBOUX JIETEH,
Tak Kak 00 MIHTepHETe OHU y)Ke 3HAIOT 3HAUUTENILHO OOJIblIe CBOMX poauteneid. Tem He MeHee,
HE OTmycKaiiTe fereil B "cBoOoHOe TuiaBanue" o Muarepuery. CtapaiiTech akTHBHO
y4acTBOBaTh B 001eHNH pebeHka B IHTepHerTe.

BaxxHo no-npexxuemMy cTporo co0ironaTh npasuia MIHTepHET-0€30MacHOCTH - COTJIAIICHNE
MEXy POAUTEISIMU U 1eThbMH. KpoMme Toro, Heo0X0AuMO Kak MOXKHO Yallle IPOCMaTpUBaTh
OTYETHI O JiesiTeNnbHOCTH aeTel B HTepHere. Cnenyer oOpaTuTh BHUMaHUE HA HEOOXOJUMOCTb
COJIEpKaHusl POAUTENBCKUX MapoJiel (Maposiel aAIMUHUCTPATOPOB) B CTPOTOM CEKPETE U
00paTUTh BHUMaHHE Ha CTPOTOCTh ITHX MaPOJICH.

CoBetsl 110 0€30MacCHOCTH B 3TOM Bo3pacte oT 13 no 17 ner

1. CoznaiiTe cniMcoK AOMAaIIHUX IIPaBWJI oceleHus MIHTepHeTa npu yyacTUH MOAPOCTKOB U
TpeOyiiTe 0e3yCIOBHOTO €ro BhIoiHeHUsI. OOroBopure ¢ peOeHKOM CIHCOK 3allPELIeHHBIX
caiftoB ("uepHslii cicok"), yacskl paboTel B IHTEpHETE, pyKOBOACTBO O OOILICHUIO B
WNuTepHere (B TOM 4McIE B YaTax).

2. KommbroTep ¢ NOAKIIOUEHHEM K ceTH VIHTepHeT JOKeH HaXOJUThCs B 00Iel KOMHATe.

3. He 3a0mpiBaiiTe OecennoBath ¢ 1eThbMH 00 UX APY3bsiX B IHTEpHETE, O TOM, YeM OHU 3aHSTHI
TakuM 00pazoM, OyATO pedb UAET O APY3bsX B peanbHOM xu3HH. CripalBaite o JT0asX, ¢
KOTOPBIMH JIETH OOINAI0TCS MTOCPEACTBOM CITYKO MTHOBEHHOTO 0OMEHa COOOIIEHUSIMU, YTOOBI
yOeaUThCS, YTO 3T JIFOJU UM 3HAKOMBI.

4. Micionb3yiTe cpelncTBa OJIOKMPOBAHUS HEXEIaTeIbHOI0 KOHTEHTA KaK JJOMOJHEHHE K
CTaHapTHOMY PoauTeNnbCKOMY KOHTPOJIIO.

5. Heo6xo1umo 3HaTh, KAKMMH YaTaMH MoJb3ytoTcs Bamm netu. Ioompsiite ucnons3oBaHue
MOJICPUPYEMBIX YaTOB M HACTAUBANTE, YTOOBI IETH HE OOIAIKCEH B IPUBATHOM PEKUME.

6. HactauBaiiTe Ha TOM, 9TOOBI I€TU HUKOTIa HE BCTPEUAIUCH JINYHO C APY3bIMU U3 CETH
HNuTtepHer.

7. llpuyuuTe naeteit He BbIIABaTh CBOIO JIMUHYIO HMH(OPMAIMIO CPEICTBAMH JIEKTPOHHON TIOYTHI,
YaTOB, CUCTEM MTHOBEHHOTO OOMEHa COOOIIEHUSIMH, PETUCTPALIMOHHBIX (POPM, THUHBIX
npoduiieit 1 pu perucTpanuy Ha KOHKypchl B IHTEepHeTe.



8. IIpuyunre nereit He 3arpy»kaTh porpammsl 0e3 Barero paspemenus. O0bSCHUTE UM, YTO
OHM MOTYT CIIy4ailiHO 3arpy3uTh BUPYCHI UJIU APYTrO€ HEXKENATEIBHOE IIPOrpaMMHOE
obecrieueHue.

9. Ilpuyunte Bamiero peberka coo01maTh BaM 0 JIOOBIX Yrpo3ax WK TPEBOrax, CBSI3aHHBIX C
WutepHerom. HanoMuuTe AeTAM, 4TO OHU B 6€30IaCHOCTH, €CIIM CaMU paccKas3alid BaM, O CBOMX
yrposax win TpeBorax. [loxBaiuTe Ux 1 HOCOBETYITe OJOUTH elle pa3 B MOJA0OHBIX CIydasX.

10. Pacckaxure netsim o nopHorpaduu B Mutepuere. [lomorure UM 3aliuTUTHCS OT cliama.
Hayuure noapocTkoB He Bel1aBaTh B IHTEpHETE CBOETO peaIbHOTO AIEKTPOHHOIO ajapeca, He
OTBEYATh Ha HEXKeJaTeIbHbIC MMChMa U UCIIOIb30BaTh CIICIUATbHBIC TIOYTOBBIE (PHIIBTPHI.

11. [Ipuyunre ceOst 3HAKOMUTHCS ¢ caliTaMu, KOTOPBIE MOCEIAIOT MOJAPOCTKH.

12. HayuuTe nereii yBaxarb Apyrux B UHTEpHETE. Y OeIUTECh, UYTO OHH 3HAIOT O TOM, YTO
IIpaBUjIa XOPOLLIETro IMOBEICHU JEUCTBYIOT BE3/IE - 1a)Ke B BUPTYyaAJIbHOM MHUpE.

13. O0bscHUTE OETSM, YTO HU B KOEM CIlTy4yae Helb3s UCIONb30BaTh CeTh /s XyJIUTraHCTBA,
pacnpoCTpaHEHUs CIUIETEH WU YIPO3 APYTUM JIOASIM.

14. O6cyaute ¢ MoAPOCTKAMH MPOOJIEMBI CETEBBIX a3apTHBIX UI'P M UX BO3ZMOXKHBIN PUCK.
HanomuuTe, 4TO €T HE MOTYT UTPaTh B 3TH UTPHI COTTIACHO 3aKOHY.

[TocTostHHO KOHTpONUpYiiTe Ucionb3oBanue MuTepHeTa BammM peGenkom! D10 He HapylIeHHe
€ro JIM4YHOI0 IPOCTPAHCTBA, a Mepa IIPENOCTOPOKHOCTH U NPOsiBICHUE Balel poauTenbcKon
OTBETCTBEHHOCTHU U 3a00THI.



